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CONFIDENTIALITY UNDERTAKING
I, _________________________________________________________________________
(company name, code, forename, surname, nationality, date of birth and position)

participating in the performance of the initiation of accreditation of the European electronic toll service provider (hereinafter – the Initiation of accreditation),

Undertake:
· To process and use all information received during the performance of the Initiation of accreditation, including personal and other data, only when and to the extent necessary to achieve the objectives of the performance of the Initiation of accreditation. Not to use confidential information for personal or commercial benefit or in the interests of third parties;
· To treat as confidential any information that constitutes, and / or relates to, the content of the Initiation of accreditation, as well as any other information disclosed by the parties to each other, either intentionally or accidentally, during the performance of the Initiation of accreditation;
· To protect the secrecy of the information, including personal data;
· Not to copy, not to reproduce or disclose in any other way or by any other means[footnoteRef:2] the information obtained during the performance of the Initiation of accreditation, unless it is necessary for the specified purposes of performance; [2:  Recording of information by any available means and methods, both at the time of signing this Undertaking and at a later date, provided they can be used to transfer information to another third party.] 

· Not to disclose, transmit, transfer or distribute to any third parties the information and / or data processed, software, technical or other means enabling access to the information and data of AB Via Lietuva (hereinafter – the Company) in any form, by any means of communication or information carriers and / or not to facilitate in other ways the access to the information or data for any person who is not authorized to use such information;
· Not to grant access to confidential information to persons who have no right to view such information;
· To store physical information carriers (e.g., documents, USB drives, etc.) in publicly inaccessible places (preferably – in locked or restricted access rooms),
· Not to transfer to third parties, in any form, by any means of communication or information carrier and/or by other means, any data that would allow access by software or technical means to personal or other data;
· To protect and ensure the confidentiality of all information and/or data entrusted for processing during the performance of the Initiation of accreditation, as well as software, technical, or other means that enable access to the Company's information, and not to use the information obtained within the scope of the specified purpose for own or any third party benefit;
· Upon loss or disclosure to third parties (even if the breach occurred due to negligence or error) of information and/or data obtained during the performance of the Initiation of accreditation, or becoming aware of its disclosure or loss, noticing violations of cyber or information security requirements, indications of criminal activity, inoperative or malfunctioning electronic information security (cyber security) means or other security gaps, events or actions that correspond to indications of a cyber incident, electronic information security incident, or personal data breach, or upon receiving information about this from other sources of information, to immediately notify the Company (company code 188710638) by email: saugos.igaliotinis@vialietuva.lt;
· Not to disclose publicly the information about detected security breaches; report them to AB Via Lietuva; not to make use of security breaches in the compromised system; not to alter electronic information or otherwise affect the security of registers, information systems or electronic information;
· To use only secure and authorised means (including computers, mobile devices, software, and communication channels) for processing confidential information;
· To use strong passwords (i.e., upper / lower case letters, numbers, special symbols not shorter than 10 characters, not to use words found in dictionaries or personal data) and other authentication measures (e.g., two-factor authentication) for ensuring the protection of confidential information;
· If while performing the Initiation of accreditation I become aware of the identity of the person who reported the breach in accordance with provisions of the Republic of Lithuania Law on the Protection of Whistleblowers (hereinafter – the Law on the Protection of Whistleblowers) or the Company's Trust Line, the personal data and/or other information allowing direct or indirect identification of that person or the content of such information, to ensure the confidentiality and not to disclose or transfer the information that is subject to confidentiality requirements under the Law on the Protection of Whistleblowers, to any person who is not authorized to use this information, both within and outside the Company. I further undertake to notify the competent body of the Company (by email: vidiniai.pranesimai@vialietuva.lt) of any situation that I notice or become aware of which may pose a threat to the security and confidentiality of such information;
· To comply with obligations set forth in this Confidentiality Undertaking throughout the Initiation of accreditation term and after the termination of my relationship as an employee or other relationship with the current employer. Disclosure of information obtained in performing the Initiation of accreditation to state authorities when required by law, to the parties’ lawyers and auditors who are obliged by law to maintain the confidentiality of the information, and having notified the Company in advance and obtained a separate consent of the Company’s management or its authorised persons, shall not be considered a breach of these obligations. Upon expiry of the Initiation of accreditation and / or when the need to use the confidential information ceases, to securely return and irretrievably destroy the available confidential information, excluding the cases prohibited by legal acts.

	I confirm that I am familiar with laws[footnoteRef:3] of the Republic of Lithuania governing the confidentiality and personal data protection, as well as information security. I understand that it is my duty to continuously follow and comply with requirements of these legal acts and policies in ensuring the protection of entrusted information and personal data. [3:  Republic of Lithuania Law on State Secrets and Official Secrets, Law on Electronic Communications, Labour Code, Law on Cyber Security, and Law on Management of State Information Resources.] 

I am aware that I will be held liable for any breach of this Confidentiality Undertaking in the manner prescribed by laws and regulations applicable in the Republic of Lithuania.

I acknowledge and agree that any breach of this confidentiality obligation (including, but not limited to, disclosure, transfer, misuse or unauthorized access to confidential information by third parties) shall render the entity represented (supplier / contractor) liable to pay the Company a fine of EUR 10,000 (ten thousand) for each such breach. The fine must be paid by the entity (supplier / contractor) to the Company within 10 (ten) calendar days of the date of identification of the breach of the relevant confidentiality obligation.
This Undertaking shall take effect on the date of its signing and shall remain in force for the entire duration of the Initiation of accreditation and for 5 (five) years after its expiry, regardless of the position held and workplace, except for the undertaking to ensure the confidentiality of data and other information that directly or indirectly identifies the person reporting the breach under the Law on the Protection of Whistleblowers[footnoteRef:4] or the Company's Trust Line, which shall remain in force for an indefinite period.  [4:  Republic of Lithuania Law on the Protection of Whistleblowers RLA, 07/12/2017, No 19743] 


I have read this Confidentiality Undertaking.

__________________________________ 	_______________________________________________
(First name, surname)			(Signature, date)
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